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Abstract: The contribution would like to propose a discussion paper about the evaluation and conclusion on KI#2 in FS_eNPN_Ph2. There are several solutions proposed to solve the KI#2 about support of N3GPP access in SNPN. Those solutions targeting to different scenarios such as untrusted N3GPP access, trusted N3GPP access and Wireline access with support of Onboarding, Credentials Holders or Emergency services. Therefore, some solutions can be combined together to form the consolidated conclusion on KI#2. However, some solution may have technical issues unsolved. Therefore, they may not be included in the solution and further updates or revisions are needed.
1. Introduction
This discussion paper aims to provide an evaluation on solutions targeting Key Issue #2 and provide suggestions and recommendation about the conclusions on this Key Issue. 
Key Issue #2 is about how to support of N3GPP access for SNPN. The main objective of this key issue is to enable the 5GS to support direct connection of non-3GPP access networks to the SNPN's 5GC.
Currently, there are a few of solutions proposed to support N3GPP access for SNPN. These solutions can be divided into three categories, which are solutions related to untrusted N3GPP access, trusted N3GPP access and wireline access. In addition, each solution may solve different aspects or scenario in the SNPN. Therefore, the solution will be evaluated with considering the scenarios it solves. This can be taken as a basis to determine whether a single solution can be taken as a baseline in normative phase or a combination of different solutions is needed to form the conclusion.

2. Discussion
Evaluation on solutions related to untrusted N3GPP access:
Solution #2:
If UE equipped with SNPN credentials, the UE use the same N3IWF select selection procedure as specified in clause 6.3.6.2a of TS 23.501 [3] to select the N3IWF of an SNPN and register with that SNPN. If UE equipped with Default UE credentials only shall not attempt to register with an N3IWF. The solution assumes that the PVS is reachable over the public Internet that the UE accesses via the untrusted non-3GPP access network.
Solution #4:
This solution enables UE to register to the SNPN for Onboarding via N3IWF. Both UE configuration and N3IWF FQDN can be enhanced to enable UE to select a N3IWF in a SNPN that supports Onboarding.
Solution #5:
This solution enables UE to register to the SNPN using the credentials owned by Credentials Holder via N3IWF. Both configuration and N3IWF FQDN can be enhanced to enable UE to select a N3IWF in a SNPN that supports UE accessing to the SNPN by using credentials owned by Credentials Holder.
Solution #16:
This solution enables Allow AAA server in Credentials Holder to perform authentication when UE using WLAN in SNPN without registering to SNPN.
Solution #19:
This solution enables SNPN to differentiate how UE access to the SNPN (via PLMN or Wi-Fi directly) by using the information provided by UE and the N3IWF. The RAT type is extended to include “Untrusted Non-3GPP over underlay 3GPP access” and “Untrusted N3GPP”. Hence, access control can be performed to reject UE with appropriated cause code.
Table 7.2.2-1 provides a comparison and evaluation of these solutions.
Table 7.2.2-1: Comparison and Evaluation of Solutions for Untrusted N3GPP Access
	Sol #
	Evaluation

	2
	The solution does not cover the scenario that the UE registers to the SNPN over N3IWF to perform Onboarding. It can be combined with Solution #4 and #5 to form a comprehensive solution about support of untrusted N3GPP access.

	4
	It allows UE to perform Onboarding in SNPN via N3IWF. It can cover the scenarios of UE connecting to the SNPN via PLMN or non-3GPP access. The configuration or FQDN is enhanced. It can be combined with Solution #2 and #5 to form a comprehensive solution about support of untrusted N3GPP access.

	5
	UE can access to SNPN via N3IWF by using credentials from CH. The configuration or FQDN is enhanced. It can be combined with Solution #2 and #4 to form a comprehensive solution about support of untrusted N3GPP access.

	16
	Allow AAA server in CH to perform authentication when UE using WLAN in SNPN without registering to SNPN.

	19
	SNPN can differentiate how UE access to the SNPN (via PLMN or Wi-Fi directly) to perform access control.



Evaluation on solutions related to trusted N3GPP access:
Solution #3:
This solution enables UE to register to the SNPN via TNAN. The ANQP is enhanced to enable non-3GPP access network to advertise a list of SNPN identifiers, Onboarding enabled indication, list of supported GINs for Credentials Holder and Emergency service indication. Additionally, WLANSP rules is extended to include SNPN. However, the solution does not contain the list of supported GINs for Onboarding which has been applied in 3GPP access.
Table 7.2.3-1 provides a comparison and evaluation of these solutions.
Table 7.2.3-1: Comparison and Evaluation of Solutions for Untrusted N3GPP Access
	Sol #
	Evaluation

	3
	The mechanism is similar to the one in 3GPP access. The ANQP protocol is enhanced. The solution does not contain the list of supported GINs for Onboarding which has been applied in 3GPP access. 



Evaluation on solutions related to wireline access:
Solution #6:
This solution enhances RG’s identifier (e.g. SUCI and SUPI) to include NID. The solution assumes that the RG accesses to SNPN by using the credentials from the SNPN.
Solution #20:
This solution proposes the support of primary authentication of a UE accessing the SNPN via a 3GPP or non-3GPP access network by credential holder external to the SNPN re-using the architecture defined for "Credentials Holder for primary authentication and authorization" as defined in clause 5.30.2.9.2 of TS 23.501 [3]. 
The primary authentication of 3GPP UE when the wireline network represents the Trusted network (i.e. the support of TNGF) and untrusted network (e.g. the UE is connecting via WLAN of a 5G-RG to a N3IWF) has no impact on current release 17 specification and it does not requires any changes. 
Editor's note: The support of UE and N3GPP device connected to 5GC via 5G-RG/FN-RG shall take into account the conclusion of 5WWC SID in TR 23.700-17 so the evaluation is FFS 
Solution #21:
This solution proposes the support of NSWO for UE accessing the SNPN via a 3GPP or non-3GPP access network to the SNPN. 
The connection of UE via non-3GPP WLAN access network using the 5G NSWOF as defined in Annex S of TS 33.501 [10] is supported with SWa interface from WLAN access network as in 4G interworking without any need of further improvement.
The connection of UE via a residential gateway FN-RG using 5G NSWOF is supported based on EPC interworking where the STa is supported for enabling the authentication of UE connected behind a RG and not for the authentication of RG itself which is not authenticated by 4G EPC. 
Editor's note: The authentication of devices behind the 5G-RG depends by the conclusion of FS_5WWC SID in TR 23.700-17 so the evaluation is FFS
Table 7.2.3-1 provides a comparison and evaluation of these solutions.
Table 7.2.3-1: Comparison and Evaluation of Solutions for Untrusted N3GPP Access
	Sol #
	Evaluation

	6
	It can work with registering to SNPN with credentials from the SNPN. Onboarding / CH may not be supported.

	20
	The solution is similar to solution #16. The difference is that Sol #20 includes the Wireline Access.

	21
	The mechanism of NSWOF in SNPN performing authentication when UE using WLAN in SNPN and via FN-RG without registering to SNPN is supported. The authentication of devices behind the 5G-RG depends on the conclusion of FS_5WWC SID and is FFS.




3. Conclusion and proposal(s)
Based on the above evaluation and analysis, the recommendations of the solutions for Key Issues #2 are concluded as below.
For Untrusted N3GPP Access:
-	When UE registers to SNPN with credentials owned by the SNPN, it may select a N3IWF with the same N3IWF selection procedure as specified for access to stand-alone non-public network services via PLMN in clause 6.3.6.2a of TS 23.501 [3].
-	For UE registering to SNPN over N3GPP access for Onboarding:
-	UE may select a N3IWF in the SNPN which supports Onboarding by applying clause 6.3.6.2a of TS 23.501 [3] with following clarifications and additions:
-	The configured N3IWF FQDN may consist of GIN that identifying a group the DCS belongs to.
-	The FQDN constructed by the UE includes GIN that identifies a group the DCS belongs to, indicating the query is for SNPN Onboarding and performing a DNS query for the resulting FQDN.
-	Alternatively, the FQDN constructed by the UE includes SNPN ID identifying the SNPN where the N3IWF locates and includes an Onboarding prefix, indicating the query is for SNPN Onboarding and performing a DNS query for the resulting FQDN. The UE may use the SNPN ID in the pre-configured ON-SNPN selection information to construct N3IWF FQDN.
Editor's note:	The format of FQDN shall be evaluated by CT WG1.
-	If the PVS reachable from the local Untrusted non-3GPP access network (e.g. via the Internet) using the local IP connectivity, UE may connect directly (i.e. without connected to a N3WIF) with a PVS to obtain the SNPN credentials.
-	For UE registering to SNPN using credentials owned by Credentials Holder over N3GPP access, UE may select a N3IWF in the SNPN by applying clause 6.3.6.2a of TS 23.501 [3] with following clarifications and additions:
-	The UE is configured with a GIN that identifies a group the CH belongs to.
-	The FQDN constructed by the UE consists of GIN that identifies a group the CH belongs to and the Visited Country FQDN, indicating the query is for SNPN and performing a DNS query for the resulting FQDN.
-	Based on operator policies, if SNPN needs to perform access control on direct N3GPP access (e.g. using WLAN) or indirect N3GPP access (e.g. UE accessing SNPN via PLMN), the AMF of the SNPN uses the access network information provided by UE (e.g. access network = PLMN) and the access network information provided by N3IWF (e.g. IP range for specific PLMN in service agreements) to determine a more precise Untrusted Non-3GPP RAT type, i.e. "Untrusted Non-3GPP over underlay 3GPP access" or "Untrusted N3GPP".
-	If UE access to WLAN without registering to the SNPN, AAA server in Credentials Holder or NSWOF in the SNPN can be used to perform authentication and authorization, enabling UE to access to SNPN via 3GPP access and WLAN using the same credentials.
For Trusted N3GPP Access:
· If UE registers to SNPN with credentials owned by the SNPN, the UE initiates the access network selection procedure specified in clause 6.3.12.2 of TS 23.501 [3] and constructs a list of available SNPNs. This list contains the SNPNs advertised by all discovered non-3GPP access networks. A non-3GPP access network may advertise (e.g. with ANQP), not only the PLMNs with which 5G connectivity is supported (as specified in clause 6.3.12.2 of TS 23.501 [3]), but also the SNPNs with which 5G connectivity is supported. The UE selects an SNPN that is included in the list of available SNPNs. During the EAP authentication procedure the NAI provided by the UE indicates that 5G connectivity to a specific SNPN is required, e.g. NAI = "<username>@nai.5gc.nid<NID>.mnc<MNC>.mcc<MCC>.3gppnetwork.org".
· If UE registers to SNPN with credentials owned by Credentials Holders:
-	UE is configured with one or more of the following lists as defined in clause 5.30.2.3 of TS 23.501 [3]:
-	Credentials Holder controlled prioritized list of preferred SNPNs;
-	Credentials Holder controlled prioritized list of GINs.
-	The non-3GPP access network advertises (e.g. via ANQP) the following information:
-	An indication per SNPN of whether access using credentials from a Credentials Holder is supported;
-	List of supported Group IDs for Network Selection (GINs) per SNPN;
-	An indication per SNPN of whether the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, i.e. UEs that do not have any PLMN ID and NID nor GIN broadcast by the SNPN in the Credentials Holder controlled prioritized lists of preferred SNPNs/GINs.
· If UE registers to SNPN for Onboarding, the UE may be pre-configured with ON-SNPN selection information as described in clause 5.30.2.10.2.4 of TS 23.501 [3]. The non-3GPP access network advertises (e.g. via ANQP) the following information:
-	An onboarding enabled indication that indicates whether onboarding is currently enabled for the SNPN. Solution #3 can be taken as baseline. However, the use of GINs for DCS shall be taken into account since this has been applied over 3GPP access.
-	List of supported Group IDs for Network Selection (GINs) per SNPN indicating a group of DCS.
For Wireline Access:
· [bookmark: _GoBack]The identifiers (e.g. SUCI or SUPI) of both FN-RG and 5G-RG can be enhanced to include NID in order to support RG registering to SNPN by using the credentials of the SNPN.
· The primary authentication of a UE accessing the SNPN via a 3GPP or non-3GPP access network by Credentials Holder with AAA-server external to the SNPN is based on Solution #20.
NOTE :	The conclusion of support of wireline access in SNPN shall be coordinated and evaluated by BBF and CableLabs.
If UE access to WLAN without registering to the SNPN, AAA server in Credentials Holder or NSWOF in the SNPN can be used to perform authentication and authorization, enabling UE to access to SNPN via 3GPP access and WLAN using the same credentials.
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